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AHHOTauuA

Wsnaearomes konyenmyassovle ocHoBbl hopmupobarus Hayxu 00 uUHGOpMAyUOHHOL be3onacHocmu, KOmopyio
npedaaeaemca Hasbamsv Mngpopmayuonroil cagpumonoeueil. Iloxasana aKkmyasvHocmes u cmpameeuteckas GaxHocmy
9moeo  Hanpabienus HAyuHuIX uccredoBanutl 045 obecneuenus UHGOpMAayUOHHOU OesonacHocmu uesoBexa,
obwecmba u duocghepvl 6 yerom 6 ycaobuax ungpopmayuonnotr peboaoyuu XXI bexa. Paccmompena cmpykmypa
npedmemHoil 004acmu 3mMoil HAYKY, ee 0CHOBHbIe 3a0auu, memoos. u nepcnexmubol pasbumus. Iloxasan HayuHo-
Memoodoaoeuteckutl nomenyuas Poccuu, xomopwitl 0oasxeH 0bims uCnoa306aH 045 peuieHus 3moil KOMHACKCHOTL
npobaemst. Onpedeserst npuopumemuoie 3a0auu uccAe008anutl Ha baukatiuiuil nepuod Bpemenis 045 onpedeseHis
mep adexBammoeo npomubodeicmbua BHewHuUM U BHYMpeHHUM UHMOPMAYUOHHBIM Yepo3am U gopmupobarus 8
obujecmBe umnepamuba uHGopMayuoHHoL besonacHocmu.

KnioueBble cnosa

UHGPOPpMAYUOHHAA De30NACHOCHIL, UHPOPMAUOHHbLe Bb1306bL U Y2po3bl, uMnepamul 6e30nacHocm, HAYUOHAAbHAA
besonacrocmy

BeBegeHue

HaquHe VICCJIEIOBaHMSI [IOKa3bIBAIOT, YTO [IOMUHMPYIOIIEV TEeHAEHIIVEN PasBUTUS MWPOBOVI
LVBWIN3allUM B BeKe sBJIsgeTcs IJI00aIbHasi 1 Bce Oortee riryOokas mHMOpMarnsanys. HoBble cpencTsa
MHPOPMATVKI 1 MHPOPMaIMIOHHBIX TEXHOJIOTMI Bee Oolee ITMPOKO VCIIONIB3YIOTCS IIPaKTUIeCK BO BCex
cdpepax XM3HeIeATeIbHOCTY ODIIecTBa M YXKe CTaIv aTpuOyTaMu Halller KyJIbTypbl. VIX vicrionbp3oBaHme
pamMKaJIbHBIM 00pa3oM WM3MeHSeT OpraHM3allio OOINeCTBEHHOTO ITPOV3BOACTBA, CIIOCOOBI OOIIeHVIt
MEXITY JIFOObM, a TAaKXKe VX TPpaOgMIIMOHHbBIe IIPeICTaBIeHIs O KaueCTBe XU3H, IPOCTPAHCTBE VI BpEMEH.
UadopmarnonHas cdepa CTaHOBUTCS HOBOW Cpelovi oOMTaHMS 4esioBeKa, B KOTOPOW OH IIPOBOIUT
3HAYUTEIBHYIO YacTb BpeMeHN [1].

VHTeHCMBHOCTD MH(MOPMAIVIOHHBIX IIPOLECCOB B OKPY>KEHNMN YeloBeKa MHOTOKPATHO BO3POCIa, 1
3TO OKasbIBaeT CYIIECTBEHHOE BIIVSHME Ha CaMOIO 4eJjIoBeKa, ero ICUXVKY, COLMayIbHOe IIOBeleHue U
msmoIIorUecKme IpoLeccs opranvsMa. VccmemoBaHys IIOKa3bIBAIOT, YTO 3TM M3MEHEHWS JaIeKo He
BCerZa SIBJISIIOTCS IIO3UTVIBHBIMI. MHOTIE 113 HMX OITaCHBI, TaK KaK IIPEeICTaBIIIIOT YIPO3y IS 300POBbS U
XXV3HeesITeJIbHOCTY JIIONEeVI, IPYIMX KMUBBIX OPraHM3MOB, BKJIIOYasl OaKTepui M BUPYCHL, a TakKXkKe IS
Ovtocdepsl B IIeTIOM.

Kp0Me TOTO, 6nar0napﬂ Ppa3sBuUTNIO METOI0B HaGHIOHEHVISI 3a 3KOHOMWYECKVMM ¥ COLMaJIbHBIMU
IIporieccaMyi, IIOABWIVICH HOBBIE BO3MOXXHOCTVI MaHUITYJIAATUBHOTO BO3/IEVICTBMA Ha CO3HaHMEe U
TIO[ICO3HaHMe JIIOIemn. DT BO3MOXHOCTM YXKe IIMNPOKO VICIIOJIb3YIOTCS  JIsA reoIoJINTUYECKO,
9KOHOMWMYECKOM " KOpHOpaTVIBHOV[ KOHKYpPeHIIMN, a TaKXe C TEPPOPUCTUYECKVIMN M KPMMMHaJIbBHBIMI
oeJrsiMm [2] MmeHHO II03TOMY OJIHOVI M3 BaXXHBIX HpO6HeM COBPEMEHHOCTV CTaHOBWUTCA obecreuenne
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MHMOpPMAaIOHHOV 0e30I1aCHOCTH UesIoBeKa, obIecTBa 1 rocyfgapersa. C 9TOV eJIbio BO MHOTMIX CTpaHax
IIPVIHSTEL M OCYIIECTBIISIOTCS HallVOHaIbHEIE IIPOrpaMMBI MHQOPMAaIMOHHO Oe3omacHocTH [3].

OrHako, 3TOr0 HEIOCTaTOYHO, TaK KakK ITpo0sieMa sBJISeTCsS MHOTOACIIeKTHOV VI KOMIUIEKCHOVI,
MHOTVIe BO3MOJXHBIe ITIOCTIEJICTBWS ee MJabHeVIero pasBUTWs ellle HeJOCTaTOYHO Wu3ydeHB.. Hawm
IIPECTaB/IseTCs, YTO JUIS KOMIUIEKCHOTO W3y4YeHWMsSl 3TOVI aKTyaJIbHOW W CTPaTernMuecKy BaskKHOV
po0sieMbl HeoOXoMMa Hayka o0 MHGOpPMaIMOHHOV 0e30I1acHOCTY, KOTOPYIO IIpefjlaraeTcs Has3BaTb
Mncpopmayuonnon cagpumonoeueil.

B HacCTosIIIee BpeMs 5Ta HayKa e€elle He CCl)OpMVIpOBaHa, XOTA M3ydeHMe pa3jIMdHbIX acCIIeKTOB
HPOGHEMBI VIHdPOpMaLH/[OHHOVI GesomacHoOCTH BeAeTcsa BO MHOI'MX CTpaHaX, BKIIIOYasd Poccuto, yxe
AOCTAaTOYHO ITPOOOJDKUTEIIBHOE BpeMsi.

Llempio HacTosIIEeT PabOTEHI SIBIIsIeTCsT 00OCHOBaHVE aKTyaIbHOCTM 3TOrO KOMIUIEKCHOTO HayYHOTO
HallpaBjleHMs, a TaKXe OIpefesieHe ero MecTa B CTPYKType COBpeMeHHOV HayKu, COmep KaHMs
IIpeAMETHOVI OOJIacTV M 3ajad¥ [yl Hay4YHBIX MCCIIEOBAHMM Ha OJIvDKamInmil Iepuop, BpeMeHU B
VHTepecax obecrieueHs HaIlMOHAIBHOV 0€30I1aCHOCTY HaIIleV CTPaHBbI.

1 MecTo UH$OPMALMOHHOM CadUTONOIUKM B NEPCNEKTUBHOM CTPYKTYpe Hay4YHOro No3HaHUA

B Poccum Hawasio dopmmpoBaThcsi HOBOe KOMIUIEKCHOe Hay4HOe HalpasjieHne, B paMKaxX KOTOPOTo
IIOJDKHBI CHUCTEMHO WM3yuaTbcs IIpoOiieMbl OesomacHocTi. B pabGore [3] 3TOMy HampaBJIeHWMIO JIaHO
Hasanme Cagpumonoeus (0T aHI. safety - OesomacHocTs). [Tpu aTOM comepikaHve TepMuHa 0e301aACHOCHTb
paccMaTpuBaeTcs B IIMPOKOM IIaHe, ¢ yUeTOM HapacTaHWsl KOMIUIeKCa Yrpo3 /i Oe30IIacHOCTV B
PasIMUHBIX cdepax - IPUPOTHON, COLVATLHOV 1 T'yMaHUTaPHOVL

OTmranTeIbHOVE 0COOEHHOCTHIO IIpeylaraeMorl KOHIEIIVV M3ydeHNs IIpobiieM 0e30I1acHOCTI
ABJII€TCs yUeT JBOVICTBeHHOCTM CMBICJIOBOTO COfep XKaHWMs TepMUHA « 0e30nacHociib» B PYCCKOM SI3BIKeE.
Vlcciteosanmsi IoKasasiv, 9To PV M3ydeHMM ITpo0sieM 6e301acHOCTY HeOOXOIVIMO IIOMHIT, YTO TEPMIUH
«bezonacrocme» B PyCCKOM s3bIKe VIMeeT IBa OCHOBHBIX 3HaueHMs. I lepBoe 13 Hux obo3HaudaeT omcynicmbue
Kaxotl-Aubo onacHocmy IJIsi HEKOTOPOro oOBeKTa, IIpollecca WIIM SBJIEHVSI CO CTOPOHBI BHEIIHUX VIIN
BHYTPEHHVX VICTOUYHWKOB VIV JKe eT0 COCIMOAHUE 3aujutenHocmy OT VX HeraTMBHOIO BO3AeVcTBIsL. B aToM
CMBICJIe MBI yIIOTpeOsIseM Takme CJIOBOCOYeTaHMs KaK AuuHaA besonacHocmy, odujecmbennas 0e30nacHocmy,
HAYUOHAALHAS De301aACHOCb VI T. T1.

Bropoe 3HaueHme TepMmHa «0e30nAcHOCb» VICTIONB3yeTcs i 0DO3HaueHMsl CBOVICTBA CaMMIX
00BEKTOB, IIPOIIECCOB VUIU SBJIEHWI He NPUUUHAMb Bpeda uiu yujepba IpyruM oObeKTaM WIM IIporieccaM B
pe3yJbTaTe CBOeVI AesiTeJIbHOCTU. XapaKTepHBIMI IIpUMepaM 311eCh MOTYT CITy>KUTb TaKyie ITOHATVS KaK
besonacHuitl mparcnopm, besonacuas nuua, besonacuas dbpumeéa.

IlonmmaHwe W yd4eT 3TOW JIBOVICTBEHHOCTW SBJISIeTCs O4YeHb Ba’KHBIM IIpU OIperesIeHUn
VICTOYHVKOB ¥ HPWYMH OIacHOCTeV Wiu yrpo3. Tak, Hamprmep, MCTOYHMKOM OIIaCHOCTV MOXKET OBbITh
4esioBeK, KOTOPBIM HapylllaeT 3aKOHBI INPUPOILI ¥ OOIIecTsa, a TakKe HEKOTOpBle COIMa/IbHbIe
CTPYKTYPHI, HallpyMep, IIPeCcTyIIHbIe COOOIIeCTBa VI JKe TeppOPUCTIYecKyie OpraH3allA.

VIcTOYHMKOM OIIaCHOCTM MOXeT OBITh ¥ TOCYHapCTBO, eC/IM OHO IIPOBOAWUT arpeccUBHYIO
BHEIITHIOIO WJIN PEIIPeCCUBHYIO BHY TPEHHIOKO ITOJINTUKY.

OtmMmeTtnM, 4TO omperiesieHVie HeKOTOPBIX BaXKHBIX TEPMMHOB B 0071aCTV1 6e30I1acHOCTY IIPVBEeeHO
B psile AMPEeKTUBHBIX HOKYMEHTOB HaIllell CTpaHBl II0 3TOV mpobiemarnke. OOHAKO, BO BCeX ITHMX
IOKYMEHTax OCHOBHOe BHVMAaHMe VyOesieTcs, DJIaBHbIM o0pasoM, IIpoOiiemMaTvike —obecneuenis
saujunjenHocmy oObeKTOB 0e30ITacHOCTVI OT BHENIIHWMX YIpo3. A 3TOro SIBHO HENOCTaTOYHO, TaK KakK
npo0bieMa Oe30ITaCHOCTN SIBJIT€TCS MHOTOACIIEKTHOVI, ¥ IIO3TOMY LIS IOJIy9eHWMs IIeJIOCTHBIX 3HaHWI
Hy)KHO yT-IT/ITI)IBaTI) BC€ aCIIeKThI 3TOU HpO6HEMLI.

Bce wsnoxxeHHOe BBINIe B IIOJIHOVI Mepe OTHOCUTCS M K IIpoOsieMe WMHQOPMAIIMOHHON
Oe3omacHOCTM, KOTOpasi SABJISI€TCA Ba’KHOW COCTABHOV HacThblo Ooslee obrmert mpoOsieMsl - IpobreMel
GesoracHOCTN.

ITosToMy  uHgopmayuonHylo cagpumosoeuro, W3y4alollylo IpoOIeMaTNKy WHGPOPMALVOHHONI
Ge3omacHOCTY, HEOOXOAVIMO paccMaTpVBaTh KaK COCTaBHYIO YacTh HaAyKV O 0e30I1acHOCTY — CAQUImMoA02Uuu.
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2 OnpepeneHue coaepaHua TepMMHA «MHGOPMaLUMOHHAA 6e30NacHOCTbY

IIpn mnpoBemeHwM vcCiIemoBaHWI IIpoOsIeMbl WHQOPMAIIMOHHON 0e30IIacHOCTVM MBI IIpeflaraer
VICIIOJIb30BATh CIIEYIOIIVIe [IBa OIIpelIesIeHIs COIepKaHMs 3TOr0 TepMIHa:

1. Ungpopmayuonnaa 6esonacHocms - 3TO TaKOe COCHOAHUE HEKOTOPOTO KOMIIOHEHTa PeaIlbHOCTI
(cyObekTa, 0OBeKTa, CMCTeMBI WIN IIpollecca B IIpMpoe M oOIecTse), IpM KOTOPOM OH He
VICIIBITBIBAET BHEIITHMX IV BHYTPEHHWX HECTPYKTMBHBIX MHEAOPMAIIIOHHBIX BO3IEVICTBIATL,
CO0COOHBIX HAPYIINUTE IIPOLIECCHL €r0 CYIIEeCTBOBAHVI WIN (PYHKI[MOHVIPOBAHSL.

2. Ungopmayuonnaa 0esonacHocms - 3T0 cBoiicmbo HEKOTOPOrO KOMIIOHEHTA PeaTbHOCTU
(cyObexra, oOBeKTa, cMCTeMBI WIM IIpollecca B IIpMpome ¥ oOOIIecTBe) He OKasbIBaTb
IeCTPYKTMBHBIX WMHMOPMAIIMOHHBIX BO3MEVICTBUI Ha APYyrMe KOMIIOHEHTBI PeaIbHOCTU B
IIpolIecce ero CyIIleCTBOBAHMS VIV (PYHKIVOHUPOBAHWMSL.

3 KomnnekcHbIN xapakTtep npobaembl nHpopmauMoHHOU 6e3onacHocTH

Vccnenosanms moKasaan, 9To IIpobiieMa MH(POPMAaIVIOHHOV 0e30I1aCHOCTI SBJISieTCSI MHOTOaCITeKTHOVA
Omna sBrIOUaeT B ce0s GOIBIITIOe KOJIMUYECTBO PasHOOOpa3HbIX (PAaKTOPOB TEXHOJIOIMUYECKOTO, COIMaIbHO-
SKOHOMMYECKOTO, IICHXOJIOIMYEeCKOro, WH@OPMaIMIOHHOTO, OMOJIOIrMYecKoro W TIyMaHUTapHOIO
xapakTtepa. [ToaToMy 11 I1yDOKOTO CMCTEMHOTO M3y4eHMs 3TOV IpobiieMbl HeoOXommmMo obecriednTsb
IIpoBeleHVe MeXIVCIMIDIMHAPHBIX VICCIIeA0BaHWI C IIpMBJIedyeHeM CIIeIaIVICTOB BO MHOTTX O0JIacTsIX
COBpEMEHHOVI Hay K.

B pabore [3] nmokasaHa lies1eco0OpasHOCTh pas3InyaTh CIIEAYIOIIE YPOBHM OOBEKTOB PeaIbHOCTHU
IIpu M3y4ueHnM IIpobsieMbl Oe3011acHOCT:

- [aybHUN v OJIVDKHWV KOCMOC,

- IUIaHeTa 3eMiId,

- HeXwuBas IpuUpoaa,

- Owmocdepa mIaHeTsl,

- dYeJroBeuecKoe 0OIIecTBo,

- HaIMOHAJIbHBIE FOCYyIapCTBa V X O0beIVHeHMs,

- KOpIIOpaTWBHBIE OpraHM3alVOHHbBIE CTPYKTYPBI OOIIIeCTBa,
- ceMbs,

- YeJIOBeK.

B xauecTBe KpuTepus I OIpene/IeHNs] YPOBHEN 3TOV CTPYKTYPbI ObUIO IIPUMHSTO IIPOSIBIIEHe
yTpo3 1 0e30macHOCTY, KOTOPBle CerOfHs HabIIoOMAaroTCs M1 OOBbEeKTOB VIV IIPOIeCcCOB, HaXOMAIIMXCS
Ha Pa3IN4HBIX YPOBHSX CTPYKTYPBhl COBPEMEHHOIO MHUpa KaK CJIOKHOW MepapXm4ecKoV CHUCTeMBL.
ITockonbKy AeATesIbHOCTh COBPeMEHHOV LMBWIM3ALUM MpPOSBIIsSeTcs Ha BCeX 3TUX YPOBHSX, TO U
mpobrieMaTUKy WM3ydeHVs MHQOPMAIIMOHHOV 0e30MacHOCTU CjIeflyeT OpMEeHTHMPOBAaTh COOTBETCTBEHHO
3TVM YPOBHSIM.

Ilpu sTOM HeoOXommMo oOsi3aTesIbHO paccMaTpuBaTh ODa acrekTa Hpo0bsIeMbl Ge30IIacHOCTW,
KOTOpble ObUIM yKa3aHbl paHee. Tak, HaIlpyMep, IpW M3ydeHnN IIpo0ieMbl 6e30I1acHOCTY IIjIsi OO BEeKTOB
VI IIPOIIeCCOB KOCMIYECKOTO YPOBHSI, HY)KHO paccMaTpVBaTh He TOJILKO YTPO3bI 1 OIIAaCHOCTH, VICXOASIIVe
73 KOCMIYeCKOTo IIPOCTPaHCTBa, HO Takke M MpobsieMbl oOecriedeHst MHAOPMAIMOHHOV 06e3011acHOCTI
CaMoOTO 3TOTO IIPOCTPAHCTBa, B KOTOPOM yKe CerofiHsl paboTaloT oueHb BakKHEIe [17Isl oDecrieueHNs HaIllev
XM3HeHesTeTIbHOCTY MH(OPMalVIOHHBIE CVICTeMBI HaBUTAIlMM, Iepefady HAAaHHBIX ¥ KOCMITIECKOI'O
MOHUTOPWHIA. DTO MPOCTPAHCTBO HYXIAETCS B OUMCTKE OT «KOCMWYECKOTO MYycopa», KOTOPBIN
CTaHOBWUTCS OJIHOVI 3 HOBBIX YI'PO3 [T AedTe/IbHOCTH UejIoBeKa B KocMoce 1 Ha 3emire.

AnamormgHeIM  00pa3oM IHpW KOMIUIEKCHOM  WCCIIeIOBaHUM IIpoOIIeM  uH@OpMayuoHHou
besonacHocmuy AUYHOCU, TOJDKHBI pacCMaTPUBATBCS He TOJIBKO IIPOOJIEMBI 3allMIINEHHOCTV YeoBeKa OT
Pas3IMYHOrO poia BHEIIHWX M BHYTPEHHMX HETaTMBHBIX MH(POPMAIIMOHHBIX (PAaKTOPOB, HO TaKXe U
IpobeMsl (pOPMUPOBAHMS UHGOpMAYUOHHO DesonacHoi auunocmu. Ilpu sTOM HeoOXOmyMO cO3maBaTh
TaKue yciIoBus oOpa3oBaHMs M BOCHUTaHW, IIPY KOTOPBIX UeJIOBeK He OyHeT SBJIATHCS VICTOYHVKOM
MHQOPMAIMOHHBIX YTPO3 OMACHOCTH IJI OPYIVIX JIIOMIEVl I OKPY KaloIleyl ero IIPUpOoIBl, a Takke - It
camoro cebs.
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MccnenoBaHms TTOKa3pIBalOT, YTO MMEHHO 3Ta T'yMaHWTapHas IIpo0JieMa 1 ABJISeTCS B HacTosAIIee
BpeMsI KJIIOUeBOV IpoOIeMoVt MHQPOPMAIVIOHHOV 0e30IacHOCTY OATBHEVIETO PasBUTMS MUPOBOU
OVBYUIV3AlVV, a ee pellleHNe - HeoOXOOMMOe YCIIOBIe BEDKVBAHYISA YeJIoBeYeCTBa B COBpeMEHHOM MUpe.

4 Npepmert 1 3agaun nHPopmaumMoHHOIK cadputTonorum

I'maBHBIMUI 3agavaMm T/IHq)OpMaLH/IOHHOVI CanI/ITOJIOI“I/H/I AOJDKHBI CTaTh CIIEAYIOoIIe:

1. Quaocogpcroe ocmvicaerue TpodIIEMBI MHAOPMAIIMOHHOV 0€30I1aCHOCTM 11 ee MeCTa B CTpaTervm
TTJIBHETIIIIETO PAa3sBUTVIS MMPOBOVI IIBMIIM3ALINIY, @ TAKKe POPMIUPOBAHME CUCHIEMb! HOHAMUTIHBLX
3HAHWIl B 3TOVI O0JIACTIL.

2. IlpoenosupoBanue yepo3 mia wWHQOpMaIVOHHON 0e30macHOCTM B pa3IMYHBIX cdepax
KIM3HENEeSITeIbHOCTM dYejloBeKa W OOIecTBa, MX WCTOYHWMKOB, HPUYMH ¥  BO3MOXKHBIX
TIOCJIEICTBWUIA.

3. Onpedesenuie donycmumbix npedes0f HETaTUBHOTO MH(POPMAIIVIOHHOI'O BO3/IEVICTBIS Ha Pa3JITYHble
O0OBEKTEHI, CHICTEMBI U IIPOLIECCHl B IPUPOfIe, TeXHOcdepe 11 o0IIecTBe, TO eCTh, OIIperiesIeHIe TeX
«KPaCHBIX JIMHWIT», IIPEBBIIIeHVIe KOTOPBIX BeeT K 0CO00 OIIaCHBIM ITOCTIENICTBIISIM.

4. OrmpeneneHne afeKBaTHBIX Mep npomuBodeicmbua uHGOpMayuoHHbIM Bbi308am U Yeposam s
Ge3oImacHOCTV TIPUPOAR], YejloBeKa M OOImecTBa, a TaKke pa3paboTka peKOMeHIAIuil IO MX
peayM3aliMyM Ha IIEPCOHAJIBHOM, KOPIIOpaTMBHOM, HAaIVIOHAJIBHOM WWIM MeXOyHapOgHOM
YPOBHSIX.

5. @opmupoBaHMe HaydYHO OOOCHOBAaHHOIO uMhepamuba uH@GOpMAYUOHHOU OesonacHocmu W

IIPVHIIAIIOB €r0 peaIn3alym B cricTeMe 00pa3soBaHMs 1 BOCIIMTAHVISL

dopmupoBanme B OOIIECTBE KYAbIMYPbl UHGOPMAYUOHHOT De30NACHOCTIU.

7. Honyaapusayus nepedobvix  Odocmusxenuil B obimacTm oOecrieueHMs MHMOPMALVIOHHOM
GesorracHoOCTL.

.@

[TpenmeTHast o0acTh 3TOVI HayKy HOJDKHA COHEpPKaTh VICCIIENOBAaHVS B CIEAYIOMIVX OCHOBHBIX
cepax:
- ecTeCTBeHHasl Hexubas npupodd, BKIIOYas HeOpa 3eMM ¥ OKpyXKalolllee ee KOCMMYECKOe
IIPOCTPaHCTBO;
- buoccpepa, BKITIOUAs XXVBOTHBIV VI PaCTUTEIBHBIVI MUP, OaKTepUM 1 BUPYCEL;
- mexHocghepa, BKITIOUas MHAOPMaIIVOHHYIO TEXHVKY W TEXHOJIOTUVL;
- obujecmbo, BO BceM MHOr000pa3mm ero Xn3HeaesTelIbHOCTY;
- ueqofex, Kak oOObeKT obecrieueHMs WHQPOPMAIMOHHON 0e30IIacHOCTM ¥ VICTOYHWVIK
MH@OPMAaIIOHHBIX YTPO3 WA APYTHX JIOEVI, FocyiapcTBa 1 oOIecTBa.
[IpvBeneHHas CTPyKTypa SBJISIETCA BeCcbMa IIMPOKOV, YTO OOYCIIOBIIEHO MEXKIVCIIMIUIVIHAPHBIM

XapakTepoM Hayku o0 mH@opManonHom Oe3omacHocTi. Ee dopmumpoBaHme sABisieTcs HEOOXOMVIMBIM
yCIIOBVIEM BBDKVBAHS YeJIOBEUECTBa B CTPEMUTEIIHHO M3MEHSIOIIEMCS 1 Bce Oojlee OITaCHOM MUpe.

5 UHpopmaumoHHan 6e30nacHOCTb Kak rnobanbHas npobaema

B coBpemMeHHBIX reOnONMUTIYECKMX YCIIOBUSIX IMpobrieMa MHAOPMaIMOHHOV 0e30IacHOCTM CTaHOBUTCS
ro0aIbHO M IIproOpeTaeT HOBOe cofiep)kaHMe, B KOTOPOM OOJIBIIyIO 3HAUYMMOCTh HPHOOpeTaroT
reoNOJINTIYEeCKYIe VI T'yMaHUTapHBIe acIIeKThI 3TOVI KOMIUIEKCHOVI IIPO0IeMBL.

INo omenkam skcnepTos, B mepuon 2030-2040 romos MoxeT OBITH cpOpMUPOBAHO IIOOATTBHOE
MH(POPMaIMOHHOe 00IIIeCTBO, KOTOPOe CTaHeT IIPUHIIMIMAIFHO HOBBIM 3TallOM pa3BUTVS IIMBIIIM3AINN
- ungpopmayuonnon yubusuzayuei [4]. Ee ocobeHHOCTBIO cTaHeT Ipeobiiamanye MHPOpPMAaIIUY 1 3HAHWUT
BO Bcex cdpepax [IeATeNIbHOCTY, a Takxke INIyOOKoe BO3eVICTBUE Ha 3TM cdepbl MHQOPMAIMIOHHBIX
TeXHOJIOTMY, KOTOpble CTaHYT KaTajJu3aTopaMi ¥  IJIaBHBIMM  [OBVDKYLIMMM  (paKTOpaMu
OUBUWIV3AIIMOHHOTO pa3BuTus [5].

I'mobanpHas mpobriema pa3BuTi MypoBort IvBwInsaluy B XXI Beke 3aKIrodaeTcs B TOM, UTO
KyJIbTypa oOIllecTBa ¥ OOIIecTBeHHOe CO3HaHWe CYIeCTBEHHBIM 00pa3oM OTCTalOT OT TeMIIOB Hay4HO-
TeXHOJIOTMYeCKOrO pasBUTHs MHQOpPMaIMOHHON cdephl, a HOBble MHMOPMaIVIOHHBIe TeXHOJIOTUN, B
KOTOPBIX Bce DoJlee IMPOKO IIPUMEHSIIOTCS CPefiCTBa 1 MEeTO/IBI ICKYCCTBEHHOTO MHTEeJUIeKTa, CTAHOBSITCS
CJIOKHBIMV JJIS VIX TIOHVIMaHVS.
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MudopmanmonHas cdepa ABISeTCS BHeuiHell namamsio ueiobewecmba, KOTopas B IOCTIEIHVIE TOIBI
CTpeMUTeIbHO paspyBaercs. O MaciTabax v AVHAMUKe 3TOrO IIPOLIecca CBUIETEIECTBYET TOT PAKT, UTO
cospganssle B CIIIA mHMOpMalMOHHbBIe HEHTPHI ceroHs IoTpebsaoT okoo 30% Bcert SHEPreTUKI 3TON
crpanbl. Ho Bemp maMsTe - 3TO BakKHeVIIMy (PYHKIMOHAIBHBEII KOMIIOHEHT WMHTe/UIeKTa. 11osTomy,
IeperaBasl BHEIIHMM WHMOPMAIIMOHHBIM CHCTEMaM 3HAYWUTENIBHYIO YacThb CONEPXKaHWS CBOEN
OMOJIOTTYeCcKOVI ITaMATH, UeJIOBeYeCTBO WHTEIUIeKTYaIbHO Ierpaaupyer. VI aToT mpoliecc OBICTpO
HapacTaeT ¥ CTAHOBUTCSI HOBOVI ITIOOAIIBHON YIPO30¥L Il MUPOBOV LIMBIJIVI3AIINI. A caM YeIOBEK BCe
GoJTbIlie CTAHOBUTCS HE TBOPLIOM VI XO3SIMHOM CO3IAHHO MM ITI00aTbHOI MH(AOPMALIIOHHOTI CHICTEMEI, a
ee IIPIATKOM.

COBPEMEHHBIVI 4JeJIoBeK Bce OoJIblie omyniaeT cebst BUHTMKOM TMIaHTCKOI'O I/IHClJOpMaL[T/IOHHO-
TEeXHOJIOTMYEeCKOI'O MOHCTpa, KOTOPBIVI I10daBJIAeT ero VHOVIBUAYaJIbHOCTDb n Ha4dMHaeT
q.)y'HKLH/IOHVIpOBaTB 110 cOOCTBEHHBIM 3aKOHAM ¥ B CBOMX HTEepecax.

IToxoxe, 4TO cOBpeMeHHOe 0O0IIecTBO OBICTPO HPUOIIVIKAeTCs K TOVI CUTyaluu, KoTopas ObUla
omvicaHa B Hay9HO-(paHTacTHIecKoM poMmaHe A. A. 3uHoBbeBa «I7100aIbHBIV YetoBeHMK» [6]. OH ObUT
BIIepBbIe OITyOJIMKOBaH B Hallleli cTpaHe, a Takke B Mtammm B 1997 1. 1 3aTeM niepensmas B 2019 1.

B aTOoM pomane oOpa3HO ¥ HaIISIHO ITpesiCTaBIeHa KapTyHa Xn3HY Jesiopeka B XXI Beke, Koryia
Ha BCeVI HaIllell IUTaHeTe YCTaHOBSTCS TpaUIVIV 1 6a30Bble IIeHHOCTY CTpaH 3arasia. ABTOPOM II0Ka3aHo,
YTO VX JIOMMHMpPOBaHVe IIPUBEJIET K TOMY, UTO B OOIIleCTBe YCTaHOBUTCS 0OCTaHOBKA BCETO3BOJIEHHOCTY,
PpasBpallleHHOTO ceKca v Hacuwivisl. byeT paspyIieH MHCTUTYT TPagUIIMOHHOV CeMb, OTHOIIIEHVIST MEeXKIY
POICTBEHHMKAMIM YTPaTST CBOIO AYIIEBHYIO TEIUIOTY, a ATV CTaHYT I MHOIVIX JIFOHeV IOPOIov U
GecriosiesHo 00y3071.

DTOT HPOTrHO3 poccurickoro dwiocoda, caeanHei M 20 jleT Hasafd, ¥ KasaBIIMVICS TOIAa
danTacTigeckmM, cObIBaeTCsl Ha HaIIMX Ivlasax. PasBe He TaKylo CUTyallMio Mbl HaOIrojaeM ceromHs B
CIIIA u crpanax 3anagHovt EBporibr?

Bropoit mporros aBTopa 3TOV KHUI'M OTHOCUTCS K AVHAMMKe COLMaIbHO-5KOHOMMYECKO cpephl
vHbopMaIoHHoro obmectsa. I1o ero orjenxe, colmabHOe paccIOeHne B 3TOM O0IIecTBe CyITeCTBeHHBIM
obpasom ycmmresi. ITpu aTom GespaboTiiia cTaHeT MacCOBBIM sBJIeHMEM, TaK KaK MHOIVe (PyHKIIUN
OOIIIeCTBEHHOTO MPOW3BOACTBA OYHOyT BBIIONHATE poOOTHL IlosTOoMy B oOIIecTBe IOSBUTCS MHOTO
«JIVIIHUX JIIOfeVi», KOTOpble OyAyT HMKOMY He Hy>XHEL. V] 3TOT IIpOrHO3 TakKKe MOXKET OIpaBIaThCA.

Opnako camas GosbIliast yrposa [jis dejloBeKa B TaKOM ODIIIeCTBe COCTOUT B €TI0 UHINeANCKIYAAbHOU
Oeepadayuu, KoTopas oOyc/IOBjIeHa pasBUTHEM W IIVPOKMM WCIIOIb3OBaHMEM CPEICTB VI TEXHOJIOTMII
VICKyCCTBEHHOTO WMHTeJUIeKTa. V1 3TOT Ipoliecc MBI Takke HaOJIrofaeM B coBpeMeHHOM obiectBe. OH
SIBJIIETCS BIIOJIHE 3aKOHOMEPHBIM. B XXMBOTI IIpupozie CyIecTByeT OOVH 3 BaXHBIX 3aKOHOB BOJIIOIIVNL.
OH yTBepXXIaeT, 4To BCe TO, YTO He VMCIIOIB3YeTCs, 00s13aTelIbHO IerpagupyeT U OTMUpPAET.

ITosToMy korma Mbl IlepefiaeM BBIIIOJIHEHMe CBOMX WMHTeJUIEKTYalIbHbIX (PYHKIIUI MO pelleHNIo
CJIOXKHBIX 3ajlad MCKYyCCTBEHHOMY MHTEJUIEKTY, HY>)KHO IIOHMMAaThb, YTO B pe3yJIbTaTe 3TOTO MbI CHIDKaeM
yPOBEHBb CBOEro COOCTBEHHOIO MHTeJUIeKTYaJIbHOTO IToTeHITMasIa. V1 3To oueHb OITacHo, Tak Kak OymyIree
TOTOBWT HaM IIeJIbIVI KOMITIEKC CJIOKHETIIINX IIpo0JIeM, KOTOPBIX peIIaTh OyieT HeKoMy. DTa yrposa Oblia
0oco00 OTMedeHa B MOHOIrpadmM M3BECTHOTO POCCMMICKOTO MaTeMaTwmka ¥ dwriocoda AsiekcaHmpa
3uHoBbeBa [7]. OnHako myTent 3pdpeKTMBHOTO IIPOTUBOIAEVICTBIIS 3TOV HOBOVI ITI00aJIBHOVI yIpo3e II0Ka He
HaViIeHo, XOTs OHa y’Ke HauMHaeT OCO3HaBaThCsI He TOJIBKO YUEeHBIMV, HO VI HEKOTOPBIMY ITOJIMTIYIEeCKVIMM
JIIepaML.

Anexcandp Asexcarnopobuu 3unobved (1922-2006 ee.)
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6 MHdopmaumoHHana 6e30NacHOCTb Kak MeXxayHapoaHasa npobaema

AxTyaibHOCTE ITpo0IeMel obecrieuenms: MHMOPMAIMOHHON 5e30I1aCHOCTY Ha MeXIyHapOJHOM YpPOBHe
Havajla OCO3HaBaThbCsl B caMoM KoHIle XX Beka, KOIfla CTajla IOHSITHOV Hen30eXHOCTh CTaHOBJIEHVIS
17100aJIBHOTO MHQOPMAIMOHHOrO OOIIIecTBa 1 CBSI3aHHBIX C 3TVIM HOBBIX BBI30BOB ¥ YTPO3 PasBUTUIO
IUBWIV3AIMY B MHGOPMAaIIMOHHO cdepe.

Ora mpobiieMa ObUIa BIIEpBble BKJIIOUYEHA B II0BecTKy aHsS nesrensHocT OOH B 1998 1. 11O
naMIMaTBe Poccum. 23 ceHTsOpsa 1998 r. Hamra crpaHa Hanpaswia ['eHepasibHOMy cekperapio OOH
cnenyanpHoe IlocsiaHme, B KOTOpOM Ipemjlarajics IPOeKT pesomonuu  «/locTiokenns B cdepe
vHbOpPMaTU3aIUN U TeJIeKOMMYHMKAIIM B KOHTEKCTe MeXyHapogHOu OesomacHOCTM». B Hem ObUIO
yKazaHO Ha yTrpo3y IIpMMeHeHMs MHQOPMAIVOHHBIX TeXHOJIOIWI B BOEHHO-TIOJIUTUYECKMUX IIeJIsX U
JlaBajIoch OITpefiesieHNe TePMWUHOB «UHGPOPMAYUOHHOE opIKue» Y «unpopmayuonnas Bouna». Kpome Toro,
yKa3bIBaJIOCh Ha HEOOXOMVMOCTD 3aIlpellleHNsI TAKOTO OPYXKis, a TaKKe Ha COIIOCTaBUMOCTb pe3ysIbTaToB
€T0 BO3MOXKHOTO IIPVIMEeHEH ¢ BO3eVICTBYIEM OPYXKVISl MACCOBOTO ITOPaKeHWsL.

Takas rmoctaHoBKa IIpo0JIeMbI ObUIa IIPVHIMIIMAIBHO Ba)KHOM, TaK KaK OHA CO3/laBajla OCHOBY IS
dopMUpoBaHMSA CHCTEMBI MEXIYHApOTHOIO KOHTPOJIS Haf, pa3BUTHMEM WMHQOPMAIIMOHHOTO OPY XKML
Onnaxko, nipemyioxxeHns Poccuy B TaKOM KOHTeKCTe He Obutv TpuHATHL B Pesomormm OOH, koropast 6su1a
OpuHsSTa B [Aekabpe 1998 r. mcHoOIB30Ba/IMCh COBCEM MAPYyTVe TEPMWHBL «HECAHKYUOHUPOBaAHHOe
Bmewamenvcmbo» v «HenpabomepHoe UCHOAb308aHUe UHDOPMAUUOHHBIX U MEACKOMMYHUKAUYUOHHBIX CUCTEM U
uHpopMayuoHHslx pecypcob». VI 310 OBUIO cHETaHO IIO pe3ybTaTaM 3aMeYaHWII CO CTOPOHBI
npencrasuresent Bermkobpurarmm u CLIIA 8 OOH.

Bce mocsieryrotnye rofipl, BIUIOTh O HACTOSIIETO BpEMeHM, Hallla CTpaHa IIPOf0JDKaeT HaCTOYMBO
OGoporbcss  3a mpuHATHE 3(P@EKTMBHOTO MeXIyHapOOHOIO COIVIAIlleHMs II0  ODecIriedeHuIo
nH@OopManoHHON Oe30macHOCTM Ha ITI00aJIbHOM ypOBHe. DTa [IesSTelIbHOCTh HOCTAaTOYHO ITOIPOOHO
ocBelrieHNs B MOHorpadvm criermanicros MIMBMO PAH [8].

B Helt Taxke IIoKa3aHO, UTO IJIaBHBIM MCTOYHMKOM yTpo3 B 3Tom oOimactu sipyrarorca CIIA, roe B
2018 r. 6pu1a mpuHsiTa HarmonansHas KubepcerpaTerns. Ee 11em1m1 11 OCHOBHBIE HaIIpaBJIeHNS peaTn3alium
KpaTKo IIpeficTaBiieHbl Hyoke B Tabrrte 1.

Amnanms mx coflepkaHus MoKasbiBaeT, uTo 3Ta CTpaTerys MeeT He 00OPOHUTEIBHEIN, a TIIaBHBIM
o0pa3oM, HaCTyIIaTeJIPHBIV XapakTep, TaK KaK ee IJIaBHOV IIeJIbIO SIBJISeTCS 3aBoebanue u yoepkarue
eocnodcmba CIIA 6 xubepnpocmparcmbe. VI ato momuumposanve CIIA wcronp3yloT He TOJIBKO B CBOVIX
reoHOJIMTUYECKMX ¥ 3KOHOMWYECKMX IIeJIsiX, HO TakKXke ¥ JUIs HaBsA3bIBaHMs JIPYTMM CTpaHaM CBOWIX
0a30BbIX IIeHHOCTEVI IIOTPeOMTeIILCKOTO O0IIIeCTBa 1 aMepVKaHCKOTO 00pasa XIU3HIA

HyxHo ormernts, uro Kpome Harmonamsron kubGepcrpatermmn B CIIA wmMeerca eme u
Kwubepcrparernss Munmcrepcrsa ob6opossl, a Taxke Crpaterns O0beqyHeHHOro KrOepKoMaHIOBaHVIS
BOOPY’KEHHBIX CIJI, KOTOPOE BKJIFOUAEeT OoJlee IIeCTH THICAY CITeIaIbHO ITOITOTOBJIEHHBIX COTPYIHVKOB.

Tabauya 1. Cmpyxmypa Hayuonasvnoit Kubepcmpameeuu CILIA

No OcHOBHBIE 3a7aYM
1081

HanpasieHus peanmsanmmu Kudepcrparernm

1 3armmra be3omacHOCTE penepastbHBIX ceTelt M MHpopMarum. besomacHOCTH

aMepUKaHCKOTO
Hapoya, AMepUKN 1
aMepuMKaHCKoro obpasa
KVI3HV

KPUTIYIECKV BaXKHOV MH(PPacTPyKTypHI B KMOepIIpoCTpaHCTBe.

Boprba c kxnbeprpecTyITHOCTBIO.

CVWUIOBBIMM MeTOdaMV1

2 Ob0ecrieyeHue CopericTBue OVMHAMUYHOM ¥ yCTOMUYMBOM IIMPOBOM 3KOHOMMUKE.
IIpoLBeTaHM CoperictBue passurmio n 3ammra msodperennnt 8 CIIA. Passurme
AMepuKHu VICKITIOYMTETBHBIX — UeJIOBEUeCKMX  PecypcoB,  00OecIIeunBaloIImx

K10epOe30IIacHOCTb.
3 CoxpaHenue Mupa [MoBemmeHMIE KMOEPCTAOMIIBHOCTYI Yepe3 HOPMBEI OTBETCTBEHHOTO

TIOBeIleHVIsI TOCyIapcTB. ATpUOYLIV U coepKMBaHVie HeIIpeM/IEMOTO
TIOBeIleH: B KMOepIIpOCTpaHCTBe.
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4 ITponBrokenme ITponBrkeHVe OTKPBITOrO, MHTEPOIlepabeIbHOTO, HalleXKHOTO
aMEpUKaHCKOTO u G6e3omnacHoro VIHTepHeTa.
BIIVISTHS
CosraHme MeX/TyHapOIHOTO K/OepIioTeHITAIIa.

7 CoBpemeHHas CTPYKTypa yrpo3 gna uHpopmaumnoHHom 6esonacHoctu Poccum

g ycremmoro pemreHms mpobieM obecriedeHms: MHQPOPMALVOHHONM 0e3011acHOCTM, HeoOXOaMMOo,
IpeXjie BCero, JOCTaTOYHO YeTKO IPeJICTaB/IsaTh cebe CTPYKTypy ¥ COfiep’kaHye OCHOBHBIX BBI30OBOB U
yTPO3 B HAHHOV 00JIacTM, a TakKKe OIpelNe/IUTh Te MICTOUHMKN ¥ IPUYIMHBL, KOTOPBIe VX IIOPOXKIAIOT.
Hexoropenle pesyspTaThl HalllMX MCCIedOBaHUI B JaHHOM o0IacTy B cXXaToll popMe IIpescTaBjieHbl B
Tabmmte 2. VIcTOYHMKY ¥ IPUYMHBI BEI30BOB U YIPO3 pacrperiesieHbl B 3TOV Tabimile 1Mo 001acTaM mx
IIpOsIBJIEHNSI B COBpeMeHHOM obiiecTBe. IIpy 3TOM mOKasaH psn HOBBIX BBI30BOB U YIPO3, KOTOPBIE
HIOSIBWIIVICH B ITOCJIEHYIE TOJIbI U, BeCbMa BePOSITHO, CTaHYT COLMAJILHO 3HAUMMBIMM B Oy/AyIIeM.

Tabauya 2. Cmpyxmypa ocHoBHbIx 66130606 U yepo3 044 uHGopmayuonHou besonactocmu Poccuu

No O0s1acTy IpOABIIEHMS VIcTOYHMKM ¥ IPUYIMHBI BI30BOB ¥ yIPO3
BBI30BOB M yIpo3

1 leonormTika 1 MudopMarmoHHOe TPOTNBOOOPCTBO B
MeXITyHapOIHbIe KnOepIIpocTpaHCTBe.
OTHOIIEHVA Kubepreppopusm. I'mobasibHoe nHMOpMaInoHHoe

HabmoneHme. HapyireHne nHMOpMAIIMOHHOTO
CyBepeHUTeTa ToCyJapCTBa.

2 DKOHOMMKA 1 prHaHCOBas | MoHomomnm3arms 0aHKOBCKMX MHPOPMAIVOHHBIX U

cdepa IUIaTeXHBIX cycTeM co cTopoHbl CIITA.
KubepnipectynrocTs. Huskmit yposeHs nHQPOPMAIMIOHHOT
KOMIIETEHITUY CIIeIMaIVICTOB.

3 Hayka v TexHOoI0TMM HeanexBaTHOCTb MeXXIyHapPOIHBIX PEVITUHIOBBIX CHCTEM
OLIeHKV Hay4HOM AedTelIbHOCTY. MoHOoIoIm3ayst
cTpaHaM¥ 3arajia IIpoM3BO/CTBa MH(POPMaIIVIOHHO
TeXHVKV U TeXHOJIOT UL

4 HarmonassHoe [edopmariyist TpagMIIMOHHBIX YCTOEB 11 Oa30BhIX
MHGpOPMaIIOHHOe IIeHHOCTEVA.
HpOCTPaHCTBO OmnacHoe comepkaHye MaccoBOVI MH(MOPMAaIIWA.

HepnocraTouHas 3aIllnIeHHOCTD I€PCOHAIBHBIX JaHHBIX

M ToCcyaapCTBEHHBIX VIHCIDOpMaLIT/IOHHOVI pecypcos.

5 HanymonasnbHas Huskast 6e30macHOCTh HallMIOHAJIBHOIO CerMeHTa CeT
nHQOpPMaIMOHHAS Murepret. HemocraTouHast KnbepyCcToM4mMBOCTb
UH@PacTpyKTypa KPWUTIYECKM BaXKHBIX OOBbEKTOB ¥ TOCYIapCTBEHHBIX

MHAOPMAIIMOHHBIX CUCTEM.

6 Cucrema oGpasoBaHMs HeapexBaTHOCTB cofiepkaHus 00pa3oBaHMsi HOBBIM
YCHOBT/IHM CTaHOBJIEHWA rHOGaHLHOFO VIHq)OpMaLH/IOHHOI’O
ob1mecTBa.

Huzkmin YPOBEHb V[HcpopMauVIOHHoVI KOMIIeTEHLII
CIIeIIMaJIVICTOB.

7 Kymberypa Kynpryponormnueckas v IMHTBUCTUIecKas arpeccus CIIIA
v cTpad 3anaga. OTCyTcTBUe KYJIbTYPBI MH(POPMAaIIOHHOT
Ge3oracHOCTHA.

8 OCHOBHbIE HanpasaeHuA obecneyeHus MH¢OpMaLI,MOHHOﬁ 6e3sonacHocTn Poccumn

Hamm npericraBieHnsi 00 OCHOBHBIX HampaBjleHWsIX oOecriedeHns mMHQOpMaIMOHHOV Oe30IacHOCTHI
Poccm  mpencrasimenst B Tabmume 3. Ilpm wmx ompenmeneHVMy  yYUTBIBJIVICH Te  OCHOBHEBIE
MHQOpPMaIIOHHBIE BBI30BHI V1 yTPO3bl, KOTOpPbIe OBUIN IIpeiCTaB/IeHbl BhIIIIe.
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HeoOxomymo ormernts, uTo Poccmsi B HacTosiriee BpeMsl HaxXOOWUTCH B SMIMIEHTPe MMIPOBOWA
MHMOPMAIMOHHON BOVIHBI, KOTOpas aKTMBHO Be[eTcsl cTpaHamM 3araja IIpOTWB Hallleyl CTpaHbI U ee
TeONOJIMTIYECKVX COIO3HMKOB. VccaemoBaHMs CUCTEMHBIX BOEHHBIX aHaIMTVUKOB IOKasayim [2,9], gro
CpeZicTBa ¥ MeTOABI, KOTOpble IIPUMEHSIOTCS B 3TOVI BOVIHe, 10 cBoell 3(p(eKTUBHOCTY COIIOCTaBUMBI C
IIpyIMeHeHVeM BOeHHOV CVJIBL

Masto Toro, oHV IPOTHO3UPYIOT, YTO HoC/Ie Hamlero rnmobemHoro 3asepmreHns CBO Ha Ykpaune,
MHOTOITIaHOBOe MH(POPMaILMIOHHOe Bo3flericTBre 3amnaa Ha Poccuro He ocytaOHeT, a, HA0OOPOT, yCVIIUTCSL.
ITpn sToM HamOoIbIIee EeCTPYKTMBHOe WMHGPOPMAIVIOHHOE [laB/IeHMe, BeposTHee Bcero, Oymer
VICTIBITBIBATh TyMaHWUTapHas cdepa Hamero obmiectsa. IlomsiTkm mogopsaTe Poccnio msHyTpu OymyT
HaCTOVYMBO IPOI0JDKATECS, V1 IIO3TOMY K IIPOTMBOAEVICTBIIO 3THM IIOIIBITKAM HY>KHO TOTOBUTHCS 3apaHee.

B cBs3sm ¢ Bce Oorree IIMPOKMM TIOFIXOAOM K OITperlefIeHMIO ITpeMeTHOV obsacTi Ipobriem
MHGOPMaIMOHHOV 0€30I1aCHOCTH, B TIOCIIEHIE TO/BI B HEVI ITOSIBIJICS PsifT HOBBIX TEPMUHOB. B 11X dncrte:
UHGpOpMAYUOHHBIL  cyBepeHument, — UHMeAAeKMYaibHAsL — De3onacHocms, — KoeHUmMubHas — be3onacHocmb,
AuHeBucmuyeckas 6e30nacHocy, a TaKKe Kubyuecns uHGOpMAyUOHHLIX crpykmyp obmecTsa. VIx comepXaHue
packpsiBaetcs B padorax [9-11].

Bce yxasaHHBIe BbIIlIe HOBBIE IIPOOIEMBI MHMOPMALIIOHHOV 0e30IIacHOCTY U CBA3aHHBIE C HUMU
TEepMMHBI, 0e3yCJIOBHO, OJDKHBI HAWTH CBOe OTpakeHMe B HayYHO-METOIOJIOIMYecKMX MaTepualax IIo
3TOM IIpoOIeMaTuKe.

Tabauya 3. HanpaBaenus obecneuenus unpopmayuontoi besonacrocmu Poccuu

No | O6s1acTit mposiBIeHUs
oI | yrpos

MepsI IpOTHBOIETICTBYSA yIpo3aM

dmHaHCOBag cepa
oOl1ecTBa

1 T'eomronmTyKa 1 Obecrieuenne MHPOPMALIVIOHHOIO CyBepeHIUTeTa FOCy1apCTBa.
MEX/TyHapO/IHbIE ITpoTuBOAETICTBIE BHEIITHEV! KYJIBTYPHON 1 MH(POPMAIIVIOHHO
OTHOTIICHVIA 9KCITAaHCKI, a TaKKe MeXIYHapOIHOMY KIOepTeppopusMy.

VIHdOpMaIVIOHHBIN HeMTpaIUTeT. MeXXnyHapogHasi CTpaTervis
MHPOPMAaIOHHOV 0e30I1aCHOCTIL.
2 DKOHOMMKA U Co3paHye HalMOHAIBHBIX OaHKOBCKMX MH(OPMAIIMOHHBIX 1

IUTaTeXHBIX cvicTeM. CHVDKeHMe YPOBHS KMOepIIpecTyITHOCTIL.
[NoseimrenMe MHMOPMAIIVMOHHOV KOMIIETEHIINY CITEIAaIVICTOB.

3 Hayxka 1 TexHOMOIMIN CospmaHve HaIMIOHAJIBHBIX PEMTUHIOBBIX CCTEM OLIeHKM Hay9HOV
HesaTeslbHOCTH. VIHTerekTyanibHas 6esoracHocTh. CoOCTBEHHOE
IIPOM3BOACTBO MHAOPMAIIMOHHOV TEXHVIKM Y TEXHOJIOT L.

4 HanmonasisHoe CoxpaHeHMe TpagUIVIOHHBIX YCTOEB 1 0a30BbIX [IEHHOCTETA.
VHOPMAIIMOHHO® besormacHOe comepkaHvie MaccoBOVI MHMOPpMaIIUIL.

IIPOCTPAHCTBO
BrlIcokast 3aIMIneHHOCTD IePCOHATIBHBIX JaHHBIX U
rocyJapCTBEHHBIX MH(OPMAIIOHHO PeCypCcoB.

5 HarmmonanesHas BesonacrocTs HalmoHaIBHOTO cerMeHTa ceT VIHTepHeT.
VHQOPMaIMOHHAS KubepycTormranBocTs 11 XXKMBYUIeCTb KPUTUIECKM BaXXHBIX 0OBEKTOB 1
nHdpacTpykTypa rocyJapCTBeHHBIX MH(OPMAaIVIOHHBIX CYICTEM.

6 Cucrema obpasoBaHIs ObecrieueHnte aIeKBaTHOCTY COAEP KAHMS VI METOIOB OOpa3OBaHMS

HOBBIM BO3MOKHOCTSIM, BBI30BaM U yIpO3aM IJI00aIbHOTO
MHQOPMAIMOHHOTO O0IIeCTBa.
INosbirerNMe MHMOPMAIIMOHHOV KOMIIETEHTHOCTV I1€IarOroOB.

7 Kymnerypa ITpoTnBOAETICTBIE KYIBTY POTIOTIYECKOV V1 JIMHIBVICTIECKOL

arpeccuy CIITA v crpan 3anaga. PopMupoBaHye KyJIbTypbl
MHMOPMaIOHHO 6e30I1acHOCTY JIMIHOCTY 1 ODIIIeCTBa.

CucreMHsBle vicciIenoBaHVEL ITpo0sIeM MHQOPMAIIMOHHO 0e30I1acHOCTY MpOBOAATCS B Poccuu yxe
6ostee 30 s1eT. 3a 3TOT IepMOy, IIOJTyYeH PsifT BaKHBIX HayYHO-METOIOJIOTMUYECKIX Pe3yJIbTaToOB, KOTOPBIe
MOIyT CTaThb HAY4YHOW OCHOBOM I (POpMMUpOBaHMS CTpaTerny KOMIUIEKCHOTO ITPOTMBOIEVCTB
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COBpeMEeHHBIM BbI30BAM M YIPO3aM B 3TOV 00JIACTH, KaK Ha HAlIMOHAJIBHOM, TaK ¥ Ha IJI00aJIbHOM yPOBHE.
ITpuMepaMm 3mech MOTYT CIIYXXWUTBH IIpoOJIeMbl MH(MOPMALVIOHHOTO HepaBeHCTBa, MH(POPMAIVIOHHbIE
acITeKTBl KadecTBa JKM3HWM, a TakkKe WCCIenoBanms B obmactu  dwiocodun  vedOpMarinm,
MHAOPMAIIMOHHO  KYJIBTYPOIOrNY, WMH(POPMAILIVIOHHOV aHTPOIIONIOTMM ¥ MHQOPMAIIMOHHBIX
ocHoBaHwM 3creTvku [11,12].

IMpunuio Bpemsi Ooree 3(peKTMBHO WCIONIB30BAaTh 3TM Pe3ysIbTaThl Ha Pa3IN4HBIX YPOBHIX
cucTeMbl 00pa3oBaHsT, IIOBBIIIEH NS KBAJIM(VKAIM PYKOBOIMTEIIEN M CIIeVAasICTOB, a TAKKe HayUHBIX
pabotaNKoB. CerofgHs 3TO MOXHO OCYIIECTBUTh Ha OCHOBe HMMPOBBIX IUIaTPOPM, KOTOpble OymayT
obecrieunBaTh IIOCTOSHHOE B3aMMOZEVICTBME HayKu 7 00pa3oBaHMs, HeOOXOIMMOCTb KOTOPOTO
00BEKTMBHO BO3pacTaer.

9 loKkTpuHa n Crpaterna nHpopmaymoHHou 6esonacHocTn Poccum

s 3pdexkTMBHOrO IIPOTMBOMEVICTBUS HOBBIM MHMOPMAIMIOHHBIM BBI30BAM ¥ Yrpo3aM IS
HaIMOHAJIBHOM Oe3ommacHocTy Poccum HeoOX0aMMO BHECTI COOTBETCTBYIONINE KOPPEKTUBEL B [l OKTpMHY
nH@opManorHon OezomacHoctn PD. Ee Bropas pemaxiia 6suia npuasara B 2016 1. m mosToMy He
YUUTBIBAE€T HEKOTOPBIX HOBBIX BBI30OBOB M YIP0O3, KOTOPBIE IOSIBIIIVICH B ITOC/Ienytolye roasl. Kpome Toro,
HeoOXoMMOo TakKe paspaboraTh u yrBepanTh CTparernio nHPOpMaIMOHHON GesorracHocT Poccnn Ha
ntepuop, o 2030 roma m JaylbHEVIIYIO IIePCIIeKTHBY. B HacTosee BpeMs 3Ta paboTta BemeTcs, HO ellle He
3aKOHUEHa.

YunureiBasg HapacTaHMe KOMIDIEKCa YIrpo3 B WHGOpMAIMOHHON cdepe B COBpeMeHHON
TeOOJINTIYECKOVI CUTYaLIMV, HeOOXOMVIMO TaKKe:

- cosgatb Munucmepcmbo ungopmayuonnoi nosumuxy PP Kak IeHTpalIW30BaHHBII OpraH
yIIpaBJIeHNs BHEITHeV! I BHyTpeHHeV! MHMOPMAaIMOHHOV IOJIWTVKOV Hallleyl CTpaHbl;

- paspabortate Cmpameeuto ungpopmayuorntoi besonacnocmu cmpan BPYMKC u IIOC Ha nepwon 1o
2030 roma;

- IUIAaHOMEpPHO ¥ HACTOVUMBO PacCHIMpPsITh 3apyOeXHOe pYyCcCKOS3bIYHOe WHQOpMaIIOHHOe
IIPOCTPaHCTBO, HAIIOJIHSS €ro IIO3UTMBHBIM COflep)KaHVeM O AOCTVDKeHMSIX OTeuecTBeHHOV
HayKM, TeXHOJIOIMV1, 00pa3oBaHs 1 KyJIbTYPBL

3aknoueHue

B Hacrosiiee Bpems MupoBas NIMBWIM3ALME HaXOAWTCS Ha IIepeJIOMHOM 3Talle CBOeV VICTOPWIL
IIpencrowT cenaTh BEIOOP, KOTOPHIVI OIIpele/INT JalbHeNIyIo CyAp0y dertopevecTsa. Heobxommma HoBast
cTparterusi pa3BuUTHs oOIlecTBa 1 obecIiedeHNs ero r1odanbHON OesomacHocT. I1py 3TOM 0OdYeHB BakKHO
obecrieunTh MHPOPMALMOHHYIO 0e30I1acHOCTh, B IIMPOKOM IIOHMMAaHWM COJIep)KaHMs 3TOrO TepMMHa.
Poccuiickasi akazemmsi Hayk yxe okosto 30 jieT ocyIecTsisieT KOMIUIEKCHBIE VCCIIefloBaHMs ITpobiieM
6ezomacHocT. OHM HpoBoAATcs B Bume crertraasHom [Iporpammer Ipesuamnyma PAH «besonachocmo
Poccuu» (HayunbIl pykosoguresis - wieH-Kopp. PAH H. A. MaxyToB).

PesyipTaThl 3THX MCCIIEIOBaHUI IyONIVKYIOTCS B Bufe cepvm MoHorpadwm. V3maHo 75 Takmx
MOHOTrpaduyl 0 pa3INMYHBIM acleKTaM IIpobrieMbl OesomacHocTn [13, 14]. Ouepemnas MoHorpadws
IIOCBsIIIeHa IIpobriemaTyke obecriedeHs MHAOPMaIIVIOHHOV 0e30I1acHOCTH. B ee moaroTroBke yuacTsyeT
VI aBTOp HACTOSIIEN CTaTbW, KOTOPBIVI HajleeTcs, UTO ee cofep)kaHMe MOXeT CTaTh OCHOBOW [IIs
dopmumpoBaHMs Hayku 00 MHPOPMAIMOHHOV 6e30I1aCHOCTY — MHAMOPMAaIIVIOHHOV CaUTOIIOT UL

CosmaHme w pasBuTHe ITOV HAyKWM I[IO3BOJIUT BBIBECTV HAIbHEWIINE WCCIeIOoBaHuWs MIpobrieM
MH(POPMALIVOHHOT 0e30IIacHOCTV Ha HOBBIVI HAyYHO-METOHOJIOIMUECKUNI YPOBEHb. Pe3ynbTaThl 3TMX
VICCIIeOBaHMII MOXXHO OyZeT VICIIOIb30BaTh He TOJIIBKO B Pocciyt, HO 1 B IPYTHMX CTpaHAaX, IIPeX]e BCEro, B
Tex, KOTOPBIe SBJIIOTCS coro3HVMKamm Pocerm [15].
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Abstract

The article presents the conceptual foundations of the formation of the science of information security, which is
proposed to be called Information Safitology. The relevance and strategic importance of this area of scientific research
for ensuring the information security of individuals, society, and the biosphere as a whole in the context of the
information revolution of the 21st century are demonstrated. The structure of the subject area of this science, its main
objectives, methods, and development prospects are examined. The scientific and methodological potential of Russia,
which should be utilized to address this complex issue, is highlighted. Priority research tasks have been identified for
the near future in order to determine adequate measures to counter external and internal information threats and to
establish the imperative of information security in society
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